INTERNETWORKING III

CHAPTER 1 STUDY GUIDE

1. Why are networks complex environments?

Because they involve:

a) interconnections to networks outside an organization’s central office

b) multiple media

c) multiple protocols

d) all of the above

Goal for networks: Well-designed, carefully installed networks can reduce the most network problems.

2. In the OSI reference model, Layer 1 through Layer 4 are the focus for network infrastructures. These four layers define the following:

· The type and speed of LAN and WAN media to be implemented 

· How data is sent across the media 

· The type of addressing scheme used 

· How data will be reliably sent across the network and how flow control  will be accomplished 

· The type of routing protocol implemented 

3. The separation of networking functions in the OSI model is called layering.

· Layers divide the aspects of network operation into less complex elements.

· Layers define standard interfaces for plug-and-play compatibility.

· Layers enable engineers to specialize design and development efforts on modular functions.

· Layers promote symmetry in the different network modular functions so that they work together.

· Layers prevent changes in one area from affecting other areas, so each area can evolve more quickly.

· Layers divide the complexity of networking into separate, easy to learn operations.

4. Why do we use a layered model?

Reduces complexity
Standardizes interfaces for plug-and-play compatibility
Facilitates design and development
Ensures symmetry in different network modular functions so they work together

Accelerates learning or evolution

Simplifies learning
5. Below are layer functions. Write the layer name next to the description of the function.

Physical - Binary representation

Presentation - Code formatting

Presentation - Data representation

Network - Determines the best way to move data from one place to another

Session - End-to-end connections

Presentation - Ensures that the data that arrives from the network can be used by the application, and that information sent by the application can be transmitted on the network

Session - Establishes, maintains, and manages sessions between applications

Application - FTP

Transport - Handles error notification, network topology, and flow control

Transport - Has the potential to guarantee a connection and offer reliable transport

Session - Negotiation of data transfer syntax

Data Link - Provides physical transmission across the medium

Physical - Provides the electrical, mechanical, procedural, and functional means for activating and maintaining the physical link between systems

Transport - Segments and reassembles data into a data stream

Application - Services user applications

Network - The router operates at this layer

Network - Uses logical addressing schemes that can be managed by an administrator

Data Link - Uses Media Access Control (MAC) addresses

Physical - Uses such physical media as twisted-pair, coaxial, and fiber-optic cable

Network - Uses the Internet Protocol (IP) addressing scheme, along with Apple-Talk, DECnet, VINES, and IPX addressing schemes

6. In the OSI model, the layers are separated into two categories—host layers and media layers.

Name the host layers.

Application

Presentation

Session

Transport

Name the media layers.

Network

Data Link

Physical

7. Each layer's protocol exchanges information, called…

a) exchange units

b) layer units

c) protocol data units

d) service units

8. Although each Host A layer communicates with its adjacent layers, each layer in a host has a primary task it must perform. The primary task of each layer is to communicate…

a) between the host to media layers

b) between the media to host layers

c) with its peer layer in Host B

d) with the router

9. Name the layers that correspond to the PDU identifications below.

Transport - Segments

Network - Packets

Data Link - Frames

Physical - Bits

10. Circle the correct word to make each statement true.

Each layer depends on the service function of the OSI reference model layer (above/below) it. To provide this service, the lower layer uses (encapsulation/encoding) to put the PDU from the upper layer into its data field; then, it can add whatever headers and trailers the layer will use to perform its function.

11. Ethernet and IEEE 802.3 currently maintain the greatest share of any local-area network (LAN) protocol used. The term Ethernet is synonymous with CSMA/CD which stands for Carrier Sense Multiple Access / Collision Detect.
12. Circle the correct word to make each statement true.

When it was developed, Ethernet was designed to fill the middle ground between long-distance, low-speed networks and specialized, computer room networks. Ethernets or LANs carrying data at (high/low) speeds for very (limited/long) distances. Ethernet is good for applications where a local communication medium must carry (constant/sporadic) heavy traffic at (fast/slow) data rates.

13. The term Ethernet refers to the family of LAN implementations that includes three principal categories: 

· Ethernet and IEEE 802.3 LAN specifications, which operate at 10 Mbps over coaxial and twisted-pair cable.

· 100-Mbps Ethernet--A single LAN specification, also known as Fast Ethernet, which operates at 100 Mbps over twisted pair cable.

· 1000 Mbps Ethernet--A single LAN specification, also known as Gigabit Ethernet, which operates at 1000 Mbps (1 Gbps) over fiber and twisted-pair cables.

14. Circle the correct word to make each statement true.

The Ethernet and IEEE 802.3 wiring standards define a (bus/ring/mesh) topology LAN that operates at (10/100/1000) Mbps.

· 10Base2 --Known as thin Ethernet allows network segments up to 185 meters on coaxial cable. 

· 10Base5 --Known as thick Ethernet allows network segments up to 500 meters on coaxial cable. 

· 10BaseT -- carries Ethernet frames on inexpensive twisted-pair wiring.

15. Circle all terms that describe MAC addresses.

Logical address, physical address, hardware address, software address, hexadecimal, binary, NIC manufacturer assigned, network administrator assigned, base 16, base 2, 32 bit, 48 bit.

16. What do the uncircled terms represent? IP addresses
17. Which format is used for MAC addresses? (Circle all that apply)

a) XX-XX-XX-XX-XX-XX

b) XXXX.XXXX.XXXX

c) XXXX.XXXX.XXXX.XXXX

18. Which layer of the TCP/IP model does IP, ARP, ICMP, and RARP belong to?

a) Application

b) Internet

c) Network Interface

d) Transport

19. Label the TCP/IP stack next to the OSI model below using Network Interface, Application, Internet, and Transport.

	OSI
	
	TCP/IP

	Application
	
	Application

	Presentation
	
	

	Session
	
	

	Transport
	
	Transport

	Network
	
	Internet

	Data Link
	
	Network

	Physical
	
	


20. Circle the correct word to make each statement true.

· IP provides (connection oriented/connectionless), best-effort delivery routing of (datagrams/segments).

· Internet Control Message Protocol (ICMP) provides control and messaging capabilities.

· Address Resolution Protocol (ARP) determines the (data link/network) addresses for known (IP/MAC) addresses.

· Reverse ARP (RARP) determines (data link/network) addresses for known (IP/MAC) addresses.

21. The following list contains some, but not all ICMP defined messages:

· Destination unreachable 

· Time exceeded 

· Parameter problem 

· Source quench 

· Redirect 

· Echo 

· Echo reply 

· Timestamp 

· Timestamp reply 

· Information request 

· Information reply 

· Address request 

· Address reply 

22. ARP requires that there be both source and destination addresses in order for a packet to be sent over an Ethernet network.

23. A router performs two basic functions. They are:

· The switching function allows a router to accept a packet on one interface and forward it on a second interface.

· The path selection function enables the router to select the most appropriate interface for forwarding a packet.

24. Circle all the terms that describe static routing.

Routes are manually entered by administration, routes are automatically adjusted to represent changes in router states, network traffic increases because of routing updates, no network overhead from routing updates, a network administrator to specify what is advertised about restricted partitions, the administrator can hide parts of a network, tends to reveal everything known about a network.

25. What type of route is indicated by the uncircled descriptions? dynamic
26. Is a stub network the same as a static route/network? (Yes/No)

27. A default route specifies an interface to send out any packets that do not have a network entry in a routing table. (True/False)

28. Dynamic routing protocols rely on these two router functions.

a) A default route to be established.

b) A route to be specified by the administrator.

c) Maintenance of a routing table.

d) Timely distribution of knowledge in the form of routing updates to other routers.

29. The following describes (routing or routed) protocol communications.

· How updates are sent 

· What knowledge is contained in these updates 

· When to send this knowledge 

· How to locate recipients of the updates 

30. These protocols are routing protocols that exchange route information between routers of a single system or corporation.

a) dynamic protocols

b) exterior gateway protocols

c) interior gateway protocols

d) static protocols

31. Circle the dynamic routing protocols. Which ones are interior gateway protocols?

	Appletalk
	

	EIGRP
	exterior

	IGRP
	interior

	IP
	

	IPX
	

	OSPF
	interior

	RIP
	interior


32. Label each protocol with either link state, distance vector, or hybrid. Which one(s) is proprietary to Cisco?

EIGRP balanced hybrid
IGRP distance vector

OSPF link state
RIP distance vector
33. What is convergence? Why is it so important?

The accurate, timely knowledge of the network that provides a consistent view of the network. (All routers need to have the same routing information.)

34. Which protocol (distance vector or link state) has the fastest convergence?

35. Which protocol (distance vector or link state) has a complete view of the Internet?

36. Which protocol (distance vector or link state) sends its entire routing table?

37. Rip uses:

· hop count is used as the metric for path selection. 

· The maximum allowable hop count is 15
· Routing updates are broadcast every 30 seconds by default. 

38. The transport layer is concerned with integrity and reliability of data. Flow control keeps the destination machine from becoming overwhelmed with an overflow of data packets. Reliability is concerned with the following: 

· Segment upper-layer applications 

· Establish a connection 

· Transfer data 

· Provide reliability with windowing 

· Use acknowledgment techniques 

39. Segmentation…

a) allows several different applications to share the same transport connection

b) breaks the data into smaller packets

c) identifies data by ports (21 means FTP)

d) a and c

e) all of the above

40. Connection oriented protocols, like TCP, complete a sequence of events or phases to set up communication between two nodes. The connection is made to reserve resources and set up the conversation so that both nodes will be heard and understood. Here is the sequence.

· Connection establishment

· This is the 3-way handshake. List the process that takes place during each handshake.

	
	
	Event

	1st Handshake
	Machine1:
	requests synchronization

	2nd Handshake
	Machine2:
	negotiate connection/synchronize

	
	Machine1:
	acknowledges

	3rd Handshake
	Machine2:
	begins data transfer


· Data Transfer

· Windowing (a flow control method) may be used to control the data transfer rate. A window can be measured in packets or bytes. TCP measures a window in bytes.

· Acknowledgements may also be sent to control data during file transfer. A common reliability method is called PAR (positive acknowledgement and retransmission). It uses timers and responses (acknowledgements) to make sure data has been received.

· Connection termination or release

How well do you understand the router commands?

Your task is to set the network mask for 6 subnet masks, assign a host (IP) number to port E0 (199.99.99.2) of routerA, and set up RIP routing. The first two steps are done for you.

	Steps
	Prompt (before)
	Command
	Prompt (after)

	Get into privilege mode.
	routerA>
	ena and password
	routerA#

	Get into configuration mode.
	routerA#
	config t
	routerA(config)#

	Set network mask.
	routerA(config)#
	
	

	Get into the E0 interface.
	routerA(config)#
	
	

	Assign E0 a IP number.
	
	
	

	Start up the interface.
	
	
	

	Leave E0.
	
	
	

	Start RIP routing.
	
	
	

	Assign the network to RIP.
	
	
	

	Leave configuration mode.
	
	
	

	Save changes.
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