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Temporal Derivative-Based Spectrum and
Mel-Cepstrum Audio Steganalysis

Qingzhong Liu, Andrew H. Sung, and Mengyu Qiao

Abstract—To improve a recently developed mel-cepstrum audio
steganalysis method, we present in this paper a method based on
Fourier spectrum statistics and mel-cepstrum coefficients, derived
from the second-order derivative of the audio signal. Specifically,
the statistics of the high-frequency spectrum and the mel-cepstrum
coefficients of the second-order derivative are extracted for use
in detecting audio steganography. We also design a wavelet-based
spectrum and mel-cepstrum audio steganalysis. By applying sup-
port vector machines to these features, unadulterated carrier sig-
nals (without hidden data) and the steganograms (carrying covert
data) are successfully discriminated. Experimental results show
that proposed derivative-based and wavelet-based approaches re-
markably improve the detection accuracy. Between the two new
methods, the derivative-based approach generally delivers a better
performance.

Index Terms—Audio, mel-cepstrum, second-order derivative,
spectrum, steganalysis, support vector machine (SVM), wavelet.

I. INTRODUCTION

S TEGANOGRAPHY is the art and science of hiding data in
digital media such as image, audio, and video files, etc. To

the contrary, steganalysis is the art and science of detecting the
information-hiding behaviors in digital media.

In recent years, many steganalysis methods have been de-
signed for detecting information-hiding in multiple steganog-
raphy systems. Most of these methods are focused on de-
tecting digital image steganography. For example, one of the
well-known detectors, histogram characteristic function center
of mass (HCFCOM), was successful in detecting noise-adding
steganography [1]. Another well-known method is to construct
the high-order moment statistical model in the multiscale
decomposition using wavelet-like transform and then to apply
a learning classifier to the high-order feature set [2]. Shi et
al. proposed a Markov-process-based approach to detect the
information-hiding behaviors in JPEG images [3]. Based on the
Markov approach, Liu et al. expanded the Markov features to
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the interbands of the discrete cosine transform (DCT) domains
and combined the expanded features and the polynomial fitting
of the histogram of the DCT coefficients, and successfully im-
proved the steganalysis performance in multiple JPEG images
[4]. Other works on image steganalysis have been done by
Fridrich [5], Pevny and Fridrich [6], Lyu and Farid [7], Liu and
Sung [8], and Liu et al. [9]–[11].

Due to different characteristics of audio signals and images,
methods developed for image steganalysis are not directly
suitable for detecting information hiding in audio streams, and
many research groups have investigated audio steganalysis.
Ru et al. presented a method by measuring the features be-
tween the signal under detection and a self-generated reference
signal via linear predictive coding [12], [13], but the detection
performance is poor. Avcibas designed a feature set of con-
tent-independent distortion measures for classifier design [14].
Ozer et al. constructed a detector based on the characteristics
of the denoised residuals of the audio file [15]. Johnson et al.
set up a statistical model by building a linear basis that captures
certain statistical properties of audio signals [16]. Craver et
al. employed cepstral analysis to estimate a stego-signal’s
probability density function in audio signals [17]. Kraetzer and
Dittmann recently proposed a mel-cepstrum-based analysis to
perform detection of embedded hidden messages [18], [19].
By expanding the Markov approach proposed by Shi et al. for
image steganalysis [3], Liu et al. designed expanded Markov
features for audio steganalysis [20]. Additionally, Zeng et al.
presented new algorithms to detect phase coding steganog-
raphy based on analysis of the phase discontinuities [21] and
to detect echo steganography based on statistical moments
of peak frequency [22]. In all these methods, Kraetzer and
Dittmann’s proposed mel-cepstrum audio analysis is particu-
larly noticeable, because it is the first time that mel-frequency
cepstral coefficients (MFCCs), which are widely used in speech
recognition, are utilized for audio steganalysis.

In this paper, we propose an audio steganalysis method based
on spectrum analysis and mel-cepstrum analysis of the second-
order derivative of audio signal. In spectrum analysis, the statis-
tics of the high-frequency spectrum of the second-order deriva-
tive are extracted as spectrum features. To improve Kraetzer
and Dittmann’s work [18], we design the features of mel-cep-
strum coefficients that are derived from the second-order deriva-
tive. Additionally, in comparison to the second-order derivative-
based approach, a wavelet-based spectrum and mel-cepstrum
method is also designed. Support vector machines (SVMs) with
radial basis function (RBF) kernels [35] are employed to detect
and differentiate steganograms from innocent signals. Results
show that our derivative-based and wavelet-based methods are
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Fig. 1. Example of edge detection using derivatives [23].

very promising and possess remarkable advantage over Kraetzer
and Dittmann’s work.

The rest of the paper is organized as follows: Section II
presents the second-order derivative for audio steganalysis
and the Fourier analysis; Section III introduces Kraetzer and
Dittmann’s mel-cepstrum analysis and describes improved
mel-cepstrum methods; Section IV presents experiments, fol-
lowed by discussion in Section V and conclusion in Section VI.

II. TEMPORAL DERIVATIVE AND SPECTRUM ANALYSIS

In image processing, second-order derivative is widely em-
ployed for detecting isolated points, edges, etc. [23]. Fig. 1
shows an example of edge detection by using second-order
derivative. With this in mind, we developed a scheme based on
the second-order derivative for audio steganalysis, details of
which are described as follows.

A digital audio signal is denoted as
. The second derivative of is , defined as

(1)

The stego-signal is denoted , which is modeled by adding
a noise or error signal into the original signal

(2)

The second-order derivatives of error term and signal
are denoted as and , respectively. Thus,

(3)

The discrete Fourier transforms of , , and
are denoted as , , and , respectively,

(4)

(5)

(6)

where and is the number of samples
of the derivatives. We have

(7)

Assume that is the angle between the vectors and ,
then

(8)

Since is arbitrary, the expected value of is calculated
as follows:

(9)

Divide both sides by

(10)

Generally speaking, is far smaller than at
low-frequency and middle-frequency components, where
the modification caused by the addition of hidden data is
negligible. However, the situation changes at high-frequency
components. Digital audio signals are generally band-limited,
the power spectral density is zero or very close to zero above
a certain finite frequency. On the other side, the error term
is assumed to be broadband; in such cases, the modification
caused by the addition of hidden data is not negligible in
high-frequency components.

Assume an error to be a random signal with the expected
value of zero. The spectrum is approximately depicted by a
Gaussian-like distribution [24]. The power is zero at the lowest
frequency; as the frequency increases, the spectrum increases.
Fig. 2(a) shows a simulated error signal, consisting of 25% for
1s, 50% for 0 s, and 25% for 1 s. In this example, we assume
the sampling rate is 1000 Hz. Fig. 2(b) is the spectrum distribu-
tion of second-order derivatives (only half the values are plotted
due to data symmetry). It demonstrates that the energy of the
derivatives is concentrated in high frequency.

Regarding the second-order derivative, at the low and middle
frequency components, the power spectrum of an audio signal
is normally much stronger than the power spectrum of the error

term caused by data hiding, in other words, is al-
most equal to zero, based on (10); the difference of the spectrum
between a cover and the stego-signal is suppressed at low and

1Available: http://mathworld.wolfram.com/FourierTransformGaussian.html

Authorized licensed use limited to: NEW MEXICO INST OF MINING & TECH. Downloaded on August 31, 2009 at 18:45 from IEEE Xplore.  Restrictions apply. 



LIU et al.: TEMPORAL DERIVATIVE-BASED SPECTRUM AND MEL-CEPSTRUM AUDIO STEGANALYSIS 361

Fig. 2. (a) Random error signal consisting of 25% for 1s, 50% for 0 s, and 25% for �1 s; (b) spectrum of the second-order derivative.

Fig. 3. Spectra of the second derivatives of a cover signal (left) and the stego-signal (right).

middle frequency components. However, the situation is very
different at the high-frequency components. As frequency in-
creases, increases, and is limited above a certain fre-
quency, the increase of the spectrum resulted from hidden data
is not negligible anymore; hence, the statistics extracted from
the high-frequency components give a clue to detect the infor-
mation-hiding behavior.

Fig. 3 shows the spectrum distribution of the second deriva-
tive of a 44.1-kHz audio cover and the distribution of the
second derivative of the stego-signal that is generated by
embedding some data into the cover. It clearly shows that the
high-frequency spectrum of the second-order derivative of the
stego-signal has higher magnitude values, in comparison with
the cover.

In comparing signal spectrum to derivative spectrum, we also
observe that Fig. 4 demonstrates the spectra of the same cover
and stego-signals without the extraction of the second deriva-
tives. Similarly, the addition of hidden data increases the mag-
nitude in high frequency although the energy is dominated in
low frequency.

It is worth noting that a comparison between Figs. 3 and 4
shows that the second derivative amplifies the energy in high
frequency; especially, it amplifies the energy contributed by the
addition of the hidden signal. Therefore, a preprocessing step to
extract the second-order derivative could be more effective for
detecting the hidden signal.

Next, we present the following procedure to extract the sta-
tistical characteristics of the spectrum.
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Fig. 4. Spectra of the same cover and stego-signals that are used in Fig. 3.

1) Obtain the Fourier spectrum of the second-order derivative
of the audio signal under test.

2) Calculate statistics, including mean value, standard devia-
tion, and skewness, of the different frequency zones over
the spectrum. In our experiments, we equally divide the en-
tire frequency zone into ( is set to ) zones or
parts, from the lowest to the highest frequency. The mean
value, standard deviation, and skewness of the th zone are
denoted , , and , respectively.

3) Choose the values , , and that are extracted from
the high-frequency spectrum as the features.

The expected value of is given in (9). The expected
value of the variance is obtained by using the following:

(11)

According to (11), the rate of power change in different
spectrum bands of the stego-audio is different from the original
cover. Generally, the cepstrum may be interpreted as informa-
tion for the power change; it was defined by Bogert, Healy, and
Tukey in [25]. Reynolds and McEachern showed a modified
cepstrum called mel-cepstrum for speech recognition [26],

[27]. Recently, Kraetzer and Dittmann proposed a signal-based
mel-cepstrum audio steganalysis [18]. Based on (11), we de-
sign a second derivative-based mel-cepstrum audio steganalysis
to improve Kraetzer and Dittmann’s work. The details are
described in Section III.

III. IMPROVED MEL-CEPSTRUM AUDIO STEGANALYSIS

In speech processing, mel-frequency cepstrum (MFC) is a
representation of the short-term power spectrum of a sound,
based on a linear cosine transform of a log power spectrum on
a nonlinear mel scale of frequency. To convert Hz into mel
use the following:

(12)

MFCCs are coefficients that collectively make up an MFC.
MFCCs are commonly derived from the following processes
[28]:

1) take the Fourier transform of (a windowed excerpt of) a
signal;

2) map the powers of the spectrum obtained above onto the
mel scale, using triangular overlapping windows;

3) take the logs of the powers at each of the mel frequencies;
4) take the DCT of the list of mel log powers, as if it were a

signal;
5) the MFCCs are the amplitudes of the resulting spectrum.
Fig. 5 (available at http://www.ee.bilkent.edu.tr/

~onaran/SP-4.pdf) shows a fast Fourier transform (FFT)-based
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Fig. 5. FFT-based mel-cepstrum procedure (available at http://www.ee.
bilkent.edu.tr/~onaran/SP-4.pdf).

mel-cepstrum computation; the more technical details are
given in [29].

Mel-cepstrum is commonly used for representing the
human voice and musical signals. Inspired by the success
in speech recognition, Kraetzer and Dittmann proposed
mel-cepstrum-based speech steganalysis, including the fol-
lowing two types of mel-cepstrum coefficients [18]:

1) MFCCs, . is the number of
MFCCs, for a signal with a sampling rate of 44.1 kHz

, calculated by the following equation, where MT
indicates the mel-scale transformation:

(13)

2) Filtered mel-frequency cepstral coefficients (FMFCCs),
. is the number of FMFCCs,

calculated by the following equation:

(14)

In (14), the role of speech band filtering is to remove the
speech relevant bands (the spectrum components between 200
and 6819.59 Hz) [18].

To improve mel-cepstrum-based audio steganalysis,
following Kraetzer and Dittmann’s work, we design the
second-order derivative-based MFCCs and FMFCCs, obtained
by replacing the signal in (13) and (14) with the second-order
derivative ; the calculation is listed as follows:

(15)

and

(16)

Temporal derivative-based high-frequency spectrum statis-
tics, described in Section II, and derivative-based mel-cepstrum
coefficients, derived from (15) and (16), form the feature vector
for detecting the information hiding in digital audio signals.

To improve the original mel-cepstrum audio steganalysis,
a wavelet-based mel-cepstrum approach is also designed. We
apply a wavelet transform to signal and get an approximation
sub-band and a detail sub-band. Let denote the detail co-
efficient sub-band; we replace in (13) and (14) with and
obtaine the MFCCs and FMFCCs as follows:

(17)

and

(18)

IV. EXPERIMENTS

A. Setup

We obtained 6000 mono and 6000 stereo 44.1-kHz 16-bit
quantization in uncompressed, PCM coded WAV audio signal
files, covering different types such as digital speech, on-line
broadcast in different languages, for instance, English, Chi-
nese, Japanese, Korean, and Spanish, and music (jazz, rock,
blues). Each audio has the duration of 19 s. We produced the
same amount of the stego-audio signals by hiding different
message in these audio signals. The hiding tools/algorithms
include Hide4PGP V4.0,2 Invisible Secrets,3 LSB matching
[30], and Steghide [31]. The hidden data include voice, video,
image, text, and executable codes, which were encrypted before
embedding by using different keys. We also produced audio
steganograms by hiding random bits. The covert data in any two
audio streams are different. All the covers and steganograms
are available at http://www.cs.nmt.edu/~IA/steganalysis.html.

2Available: http://www.heinz-repp.onlinehome.de/Hide4PGP.htm
3Available: http://www.invisiblesecrets.com/
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Fig. 6. P-values in one-way ANOVA analysis for the spectrum features over the whole frequency band. The x-axis corresponds to the low- to high-frequency
component, from left to right. The y-axis shows the p-value.

B. Statistical Significance of Spectrum Features

To extract the spectrum features, we set 80 to and ex-
tract the mean values, standard deviations, and skewness statis-
tics, for a total of 240 features over the whole frequency of the
derivatives. Fig. 6 lists the p-values in the one-way analysis of
variances (ANOVA) [32], [33] of these features, extracted from
Hide4PGP, Invisible Secrets, LSB matching, and Steghide, as
well as original covers. It clearly indicates the features extracted
from the high-frequency components, which correspond to the
small p-values, have better statistical significances than the fea-
tures from the other frequency components. The ANOVA results
are consistent with the analysis of Section II.

C. Signal-Based, Derivative-Based, and Wavelet-Based
Mel-Cepstrum Audio Steganalysis

We compare the signal-based mel-cepstrum audio steganal-
ysis to derivative-based and wavelet-based mel-cepstrum ap-
proaches. Since Daubechies wavelets are widely used for signal
processing and decomposition [34], we apply a Daubechies
wavelet, “db8,” to signal for decomposition. Let MC, D-MC,
and W-MC stand for signal-based, derivative-based, and
wavelet-based mel-cepstrum steganalysis methods, respec-
tively. Fig. 7 shows the receiver operating characteristic (ROC)
curves by performing a cross validation in detecting the audio
steganograms by using SVMs with RBF kernels [35].

The experimental results show that wavelet-based and
derivative-based mel-cepstrum audio steganalysis methods
prominently improve the detection performance of the original

mel-cepstrum method. In comparison with the wavelet-based
approach, the derivative-based mel-cepstrum audio steganalysis
generally delivers a better performance.

Since one-time cross-validation is not statistically significant,
to compare these three methods, we perform 100 runs for each
method on each type of audio steganograms with a certain in-
formation-hiding ratio. In each run, 50% audio samples are ran-
domly assigned to the training set; the remaining 50% audio
samples are used for testing. The mean testing accuracy values
and the standard errors are listed in Table I. Hiding ratio, the
ratio of the size of hidden data to the maximum capacity, is used
to measure the embedding strength.

As seen in Table I, wavelet-based and derivative-based
mel-cepstrum methods are superior to the original signal-based
method. Most remarkably, derivative-based mel-cepstrum
audio steganalysis delivers the best result by greatly improving
the detection performance over the mel-cepstrum method. For
instance, it improves the detection accuracy by about 17% for
the detection of invisible steganograms with maximum hiding,
and about 18% for the detection of LSB matching steganograms
with maximum hiding.

D. Wavelet-Based and Wavelet-Based Spectrum and
Mel-Cepstrum Audio Steganalysis versus AMSL Audio
Steganalysis Toolset (AAST)

The feature sets of wavelet-based and derivative-based
methods include two types: spectrum statistics and mel-cep-
strum coefficients. The mel-cepstrum coefficients consist of
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Fig. 7. ROC curves by using signal-based, derivative-based, and wavelet-based mel-cepstrum audio steganalysis, with the legends MC, D-MC, and W-MC, re-
spectively.

TABLE I
AVERAGE TESTING ACCURACY VALUES AND STANDARD ERRORS OF ORIGINAL

MEL-CEPSTRUM (MC), WAVELET-BASED MEL-CEPSTRUM (W-MC) BY USING

“dB8” AND DERIVATIVE-BASED MEL-CEPSTRUM (D-MC) METHODS

MFCCs and FMFCCs, given by (15) and (16) for deriva-
tive-based approach, and by (17) and (18) for wavelet-based
approach. In wavelet-based method, we adopt the same that
is used in the derivative-based approach for spectrum feature
extraction, except that we first replace the second derivative
with the wavelet detail subband. In both cases, spectrum fea-
tures consist of mean values, standard deviations, and skewness
values from high-frequency components, given by

(19)

We abbreviate the methods as DSMC (derivative-based spec-
trum and mel-cepstrum) and WSMC (wavelet-based spectrum
and mel-cepstrum). In Kraetzer and Dittmann’s work, signal-
based mel-cepstrum coefficients and other statistical features

constitute a detector for steganalysis of speech audio signals,
called AAST [18]. Fig. 8 shows ROC curves by performing a
cross validation with the use of these three methods. Table II lists
mean testing accuracy values and standard errors of 100 runs.
Experimental results show that DSMC and WSMC outperform
ASTT. On average, DSMC is superior to WSMC.

V. DISCUSSION

Derivative-based and wavelet-based methods are superior to
the original solution proposed by Kraetzer and Dittmann for
audio steganalysis. Our explanation is that audio signals are
generally band-limited while, on the other hand, the embedded
hidden data is likely broadband. Consequently, both derivative-
based and wavelet-based methods are more accurate since they
first obtain the high-frequency information from audio signals.

Our experimental results show that the derivative-based
method outperforms the wavelet-based method, especially
when only mel-cepstrum features are employed for detection.
We believe this resulted from different spectrum characteristics
between the second-order derivative and wavelet filtering.
Fig. 9(a) shows the spectrum of the second derivative of the
hidden data in an audio steganogram; Fig. 9(b) plots the spec-
trum of the detail wavelet sub-band of the same hidden data,
filtered by using “db8.” There is a large difference between
these two spectra. The filtered by the wavelet may be treated
as a white noise signal; the spectrum is almost equally dis-
tributed over the whole frequency band, as shown in Fig. 9(b).
However, the second derivative suppresses the energy in low
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Fig. 8. ROC curves by using DSMC, WSMC, and AAST, respectively.

TABLE II
AVERAGE TESTING ACCURACY VALUES AND STANDARD ERRORS BY USING

AAST, WSMC, AND DSMC

frequency and amplifies the energy in high frequency; the spec-
trum shape is approximately simulated by a half of Gaussian
distribution, not equally distributed over the whole frequency
band, as shown in Fig. 9(a). Based on (11) in Section II, as the
spectrum increases, the expected value of the variance of
the audio steganogram will prominently increase, that is, the
rate of power change in different spectrum bands will dramat-
ically change. Since the mel-cepstrum coefficients are used
to capture the information for power change, the advantage
of derivative-based mel-cepstrum approach becomes easily
noticeable.

With the addition of spectrum features, the wavelet-based
method gains a greater improvement than the derivative-based
method and thereby narrows the performance gap between the
two methods. However, in both methods, mel-cepstrum features
make more contributions than spectrum features for detecting

information-hiding; in other words, mel-cepstrum features play
key roles in audio steganalysis.

We note that different information-hiding systems/algorithms
are sensitive to different features, which can be observed by
comparing the detection results by using MC and AAST fea-
ture sets, shown in Tables I and II, respectively. The testing re-
sults by using the AAST feature set are with much higher stan-
dard errors. We surmise that some statistical features in AAST
feature may not be very significant, as a statistical analysis for
each individual feature would indicate. To address this problem,
we can discard some insignificant features and choose an op-
timal feature set from all AAST features. The feature selection
problem in steganalysis has been studied in our previous work
[10]. The feature optimization for audio steganalysis is currently
being conducted.

As described and explained in our previous work on image
steganalysis [11], besides the information-hiding ratio, image
complexity is an important parameter in evaluating steganalysis
performance, as the detection performance is necessarily lower
for steganalysis of images with high complexity. Similarly, in
audio steganalysis, all methods tested in our experiments will
not be very effective for steganalysis of audio signals with high
complexity, which generally have high magnitude in high fre-
quency. This issue is also currently under our study.

VI. CONCLUSION

In this paper, we proposed spectrum analysis and improved
mel-cepstrum methods for audio steganalysis, derived from the

Authorized licensed use limited to: NEW MEXICO INST OF MINING & TECH. Downloaded on August 31, 2009 at 18:45 from IEEE Xplore.  Restrictions apply. 



LIU et al.: TEMPORAL DERIVATIVE-BASED SPECTRUM AND MEL-CEPSTRUM AUDIO STEGANALYSIS 367

Fig. 9. (a) Spectrum of the second-order derivative of a hidden data in a 44.1-kHz audio steganogram, and (b) spectrum of the detail wavelet sub-band of the
same hidden data, filtered by using “db8.” The frequency shown in the x-axis of (b) is reduced due to down-sampling of wavelet decomposition to obtain the detail
sub-band.

second-order derivative and from the detail wavelet sub-band.
Experimental results show that, in steganalysis of audio files
produced by Hide4PGP, Invisible Secrets, Steghide, and LSB
matching algorithms/tools, our proposed methods deliver good
performance and gain significant advantage over a recently de-
signed signal-based mel-cepstrum method. In a comparison of
the two new methods, on average, the derivative-based solution
is superior to the wavelet-based method.
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