CYBER SECURITY AWARENESS MONTH

Social Media
could be
showing
potential
employers
more than
you might want
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Personal Branding:

How will you portray yourself online as you
look for a job or work for your current one?
Privacy Settings

Whether your employers follow you or not, they can still
see anything on your profile that you don’t make private
Take the time to check these settings on your profiles.

*61% of employers currently use, or plan to use, social
media in their hiring efforts.

*91% of employers use social networking sites to
research job candidates.

(www.dhs.gov)

, ' Facebook
Cors oy ey LG TN

Privacy Shortcuts Q
Security .

4‘ Who can see my stuff?
Login verification @ Don't verify login requests

O Send login verification requests t
Who can contact me?
r to add a phone t tt

How do | stop someone from
O Send login verification requests t e | bothering mep?

Twitter

See More Settings
o~ -

Password reset  [] Require personal information to re Cancel EDIT PROFILE Done
N e Instagram
: I & Change Password >
Privacy

PRIVATE INFORMATION

Photo tagging @ Allow anyone to tag me in photos

Q Only allow people | follow to tag mr

7

O Do not allow anyone to tag me in ¢

J' Female
Tweet privacy  [] Protect my Tweets

Posts are Private
Learn mo

Turn privacy ON to approve follow requests\
Your existing followers won't be affected.
Tweet location [] Add a location to my Tweets

« 7% Checking in?

Turn off geotagging
on your photos.
When you upload a
photo, it can pinpoint
exactly where the
photo was taken.

gt 107 PM
eec00 AT&T # e

{ Privacy Location Services
@ Wells Fargo O

@ rind My iPhone

System Services

ear iPhone

Tap Settings, then
General, and then
Location Services.

i i ill al
e location services icon will app

1 ApuP an item that has recently used YOUr

next to
location.

: : ear
. ices icon Wl" app
|ocation setvic
4 Agray

Sed yOUr
item that has U
next to an in the last 24 hours.

|ocation wit ' e .
An outlined location servlcf?"s‘i‘;mg A Android

7 appear next to an item tha Start the Camera
geofence.

app and open the
menu at the left.
Go into the set-
tings and turn off
geotagging or

location storage,
depending on which version of Android is on your
phone.

i round &
fence is a virtual perimeter al
Aot Apps like Reminders use

i ou artive
geofencir\g to notify you when Y

jons.
at, or leave, these jocation

A few more things to remember:

Make sure Twitter is not including GPS coordinates in your
tweets.

Only allow trusted friends to know when you are and are not

home (checking in on Facebook should only be done if your
privacy settings are set right).

If you need more tips on preparing for future job
opportunities, contact Career Services at 936-294-1713.

Stop.Think.Connect.



Join us in raising security awareness this month.

1. Follow us on Twitter, Facebook or Instagram:
@SHSUServiceDesk

2. Share your online safety and profile privacy
tips, stories, photos, and article links using

#SHSUSecurityAwareness.

You could be chosen to win a free t-shirt!
Winners will be chosen each Friday during the month of
October, and will be contacted via Twitter, Facebook or

Instagram.

STOP | THINK | CONNECT"

www.dhs.gov/stopthinkconnect
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